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Abstract 

The emergence of the internet has created a huge impact on banking activities. Banking has 

discovered new shores without a limit on time and geographic boundaries. The emergence of 

electronic banking has helped customers worldwide to access banks and banking services in 

less than a fraction of seconds. The virtual environment makes services available on the 

fingertips of customers which enables them to carry on their financial activities in no time. The 

study on internet banking security and its adoption is limited in the existing literature; this study 

examines the crucial factors that influence the adoption of internet banking (IB) such as trust 

and security.  A Structural equation model was run to empirically validate the model proposed 

after extensive review. The constructs identified were validated using CFA and SEM. The 

results showed that the Trust has a very strong positive effect on the adoption of IB services 

and all the security factors explored in the study have a negative effect over the trust, which 

proves that when security problem rises the trust reduces and in turn it will reduce the adoption 

rate. Among the security factors, the major contributor to the trust is Password and Web-Based 

problems. Thus in order to increase adoption based on this validated model, the security factor 

problems should be reduced and thus will increase trust and adoption finally. It is essential that 

the internet banking service providers also take a serious note on taking precautions to mitigate 

the risk associated with the use of internet banking. The managerial implications that can be 

put forth for discussion are to create customer awareness through publishing banking posters, 

newsletters, emails and text messages to the customers regarding the safe use of internet 

banking. 
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1. Introduction 

Since the new millennium, Internet banking has experienced explosive growth in many 

countries and transformed traditional banking practice. Internet banking has changes the way 

of services provided by the banking sectors to their customers. By offering Internet banking 

services, traditional financial institutions seek to lower operating costs, improve customer 

banking services, retain customer, reduce their branch networks, and downsize the number of 

their service staff Parisa (2006). If the protection of consumers’ information can be 

strengthened, the bank can benefit a lot of providing online services Lee et al., (2013) It is 
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obvious that many consumers are not willing to use  online  banking  services  in  spite  of  the  

banks’ investments  and  efforts  in  this  domain.  The bank service providers play an important 

role in encouraging customers to use these kinds of services.  A  lot  of surveys  showed  that  

it  is  possible  to  reduce  banking network  costs  in  this  way.  Daniel (1999)  is  probably 

one  of  the  firsts  to  show  banks  can  improve  their efficiency  through  technology  adoption.  

The author showed that corporate vision of the future in which the environment becomes more 

competitive can propel it to use online services.  This has made it clear to some researchers like 

Bauer and Hein (2006) and Lee (2009) that recognizing effective factors on adoption and usage 

of these services is really important. 

Banks have been significantly affected by the evaluation of technology; competition 

between banks has forced them to find new market to expand, and the number of financial 

institutions that offer electronic banking products increased.It provides wider availability and 

possibility to reach more customers.  From  the  customers'  point  of  view,  electronic  banking  

allows  customers  easier  access  to  financial services and time saving in managing their 

finance Almazari and Siam, (2008); Ayrga, (2011); Tan and Teo, (2000). 

Internet banking is a form of e-banking, defined as ‘the delivery of banking services 

through the open-access computer network directly to customers’ home or private address’ 

Yiu, Grant, & Edgar (2007). The objectives of Internet banking, from the bank’s perspective, 

include lower costs per transaction through the reduction in operating cost, performance 

improvement by making the services available at any time irrespective of geographical 

locations and providing better quality and additional non-financial value-added services 

Rotchanakitumnuai & Speece, (2003). 

The study on internet banking security and its adoption is limited in the existing 

literature; this study examines the crucial factors that influence the adoption of internet banking 

(IB) such as trust and security.  The previous studies on internet banking remain inclusive; 

more evidence is necessary to confirm the key determinants of internet banking adoption. 

Therefore, the findings of this study aim to provide a greater understanding of the crucial 

factors and contribute to the current body of literature on internet banking. The research paper 

we begin with the theoretical development, proposing a 5- dimensional model of internet 

banking security mediated by trust in its adoption. Next, we present the research model and the 

hypotheses, followed by a description of the research methodology. The paper then presents 

the research results, which is followed by a discussion of key findings and contributions, as 

well as the implications for both research and practice. Finally, we discuss the limitations of 

this study, the possible direction of future research, and provide the concluding remarks. 

2. Theoretical Background and Conceptual Development 

 

2.1 Internet Banking 

The literature reveals that a flurry of studies on Internet Banking is conducted in the past. 

Adoption, perception and usage of Internet Banking by customers, service quality dimensions 

and their effect on customer satisfaction are the topics heavily examined in literature. Suh and 
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Han (2002) used TAM model and found that PE and PU were significant determinants of 

attitude which in turn had significant effect on intention and finally intention had significant 

effect on actual usage of IB in Korea.  Bomil and Ingoo (2002) found that PE has significant 

effect on use of IB.  Significant effects of PE and PU on behavioural intention to use IB were 

observed by Wang et al., (2003). Online Banking (OB) acceptance in Finland was mainly 

influenced by PU Pikkarainen et al., (2004) and PU was found to be the primary reason that 

Estonian bank customers use IB Kent et al., (2005). Acceptance of IB in India was found to 

have been significantly influenced by PE and PU Sudeep (2008). Considering the dominance 

of IB in market place of banking activities, it’s essential to study on the internet banking frames. 

 

2.2 Security Factors 

Since Internet is a network of millions of computers, there is every chance that information 

transmitted and received via Internet is intercepted, modified, destroyed or changed by means 

of hardware, software or a combination of the two. This poses a challenge to the security of 

customers’ confidential data and trustworthiness of the IB transaction system.  Occurrence of 

fraud culminates in loss of money. Therefore, financial transactions via Internet are risky. Two 

steps are involved in most IB frauds. The first is to get customers’ login name and password 

and the second is to use this confidential information to transfer money to other accounts and 

then withdraw the same. Banks as well as customers view security threat as, perhaps, the most 

serious threat they face. The security of Internet access to client accounts is the biggest 

challenge that banks are facing Denny, (2000); cited in Jham, (2016). Norton Cybercrime 

Report, as per a study conducted among more than 7,000 adults from 14 countries including 

India, states that China, Brazil and India were the highest ranking nations for cybercrime 

victims Lennon (2010). The Banking Ombudsman of Reserve Bank of India (RBI), which 

receives complaints from customers regarding discrepancies in banking services, has registered 

an increase in the number of fraudulent IB transaction cases, involving phishing and 

compromise of security information The Hindu Business line (2012). This shows the extent to 

which IB customers are susceptible to the risk of financial fraud. Customers should take certain 

precautions for the safe use of IB in order to avoid their exposure to the risk of fraud mentioned 

above. IB users are less susceptible to the risk of fraud if they understand the various methods 

through which unscrupulous persons get access to their bank accounts and take necessary 

precautions to guard against these risks. In the view of the above, an attempt is made in the 

following sections to develop and validate a scale to understand the precautions taken by IB 

users for the safe use of IB and to assess their exposure to the risk of fraud. 

2.3 Trust 

Trust can be defined as “generalized expectancy that the word, promise, oral or written 

statement of another individual, or group can relied upon” Patrick, L., & Andrew S., (2002). 

Mohammad, A., & Anton (2010), defined trust in manufacturer distributor as a belief that the 

partner company will not take unanticipated action that may result in negative outcomes for 

the firm. Michael, R. (2008) explained that, trust is needed not only in the pre-transaction and 
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transaction phases, but also in post-transaction phase in the form of warranties and 

reimbursements. He also illustrated that trust in online banking addresses several different 

aspects of information system, including technical, reliability, and security information quality. 

Several studies have proved the significant relationship between internet banking and trust or 

any e-commerce. For instance, Al-Shukkar, A., & Hasan, H. (2005) tested on 1,500 banks’ 

clients from the three banks in Jamaica, the findings indicated that trust is indeed a significant 

factor impacting both perceived usefulness and ease of use to adopt online banking. Moreover, 

Nor, M., & Pearson, J. (2007) pointed out that the online services need the trust element, since 

trust is one of the main additions influencing the electronic setting? Furthermore Naha D., and 

Saroj K., (2010) in Malaysia, this study has been shown that the relationship between trust and 

the attitudes of a number of college students towards the IBSA was positive. In the same field, 

Mohammad, A., & Anton (2010), tested the impact of trust factor on corporate’ clients who 

use internet for banking in Jordan, this study indicated that trust has a significant positive effect 

on ease of use to adopt IB. The study also showed that, the more a user trusted the bank and its 

website, the higher their belief that online banking was easy. 

2.4 Adoption of Internet Banking 

Defines adoption as “the acceptance and continued use of a product, service and idea”. The 

critical question is whether customers will accept the electronic form of receiving information 

and performing transaction. Khaled, H. (2010) explained that individual attitude toward 

accepting and adopting newly introduced technologies determine the success or failure of such 

technologies. As Zeithaml, A., & Gilly (1987), found that the main reason for consumers not 

adoption ATMs was the lack of access, rather than their avoidance of the technology at its 

introductory stage. Another related study Enu u. L. (2000), reported that having access to e-

banking technologies is related to whether the consumer is affiliated with a bank that offers a 

variety of service options including computer banking. He also mentioned that perception of 

socioeconomic characteristics and innovation characteristics have proposed to influence 

consumers’ adoption technological innovation. Therefore, internet banking adoption is defined 

as “The customer’s usage of multiple services represented in inquiring about account balance 

applying for a loan, remitting money from one count to another and many other services that 

are basically carried out online Shih, Y., & Fang, K. (2004). 

 

3. Research Gap and Objectives 

Though there is plenty of works of literature that examined adoption, perception, service 

quality dimensions and their relationship with customer satisfaction, customer-centric studies 

that explored the problems in IB using a validated scale were hardly found in the literature. 

Further, it is felt imperative to investigate whether the occurrence of problems affects in using 

IB. Therefore, following the recommendation of Ombati Magutu, Nyamwange and Nyaoga 

(2010) that a study should be carried out to establish the challenges encountered by the 

customers in the process of using IB in the service delivery, the study attempts to fill the void 

in the literature and hence the study is quite relevant and timely from the point of view of both 
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academic and banking industry. Since the Internet is used as a medium to deliver IB services, 

users expect quick and uninterrupted services, and therefore, any problems encountered during 

IB service delivery may hinder adoption rates. This study was undertaken based on the review 

of the available literature which revealed that research has not been conducted to study internet 

banking security and its adoption. The present study is expected to fill this research gap by 

adding inputs to the growing body of knowledge. The study raises the following research 

questions for investigation: What are the factors influencing internet banking security? What 

are the factors influencing internet banking trust among users? How does trust relate to internet 

banking adoption? The purpose of the study is to find out the answers to the following 

objectives: 

 To unearth the factors influencing internet banking security trust among 

consumers 

 To study the relationship between internet banking trust and its adoption 

 

4. Research Model and Hypothesis Development 

George A and Kumar (2012) found that variables relating to different dimensions of risk such 

as financial and social risk, security and time risk and performance risk are different, to a certain 

extent, to different categories of customers and affects in the adoption rate of the IB users. The 

figure 1 shows the conceptual model developed by the researcher based on the extensive review 

to be empirically validated. Security perceptions are defined as “the subjective probability with 

which consumers believe that their private information will not be viewed consistent with their 

confident expectations” Al Somaliand Roya G, (2009). Security of transactions over the 

internet is a burning issue and it is an important factor that clients consider before adopting 

internet banking. Some customers avoid electronic banking as they perceive it as being easily 

susceptible to fraud Marshall, M. N. (1996). Another related study by Sathye, M. (1999), found 

that 73 percent avoided the adoption internet banking because they are concerned about 

security and safety of transactions over the internet. Moreover, he also inferred that clients will 

not be ready to change from present familiar ways of banking to online banking unless their 

specific need is satisfied. This reviews shows how security factors play a key role in the IB 

adoption. The researcher further divides the problems into five from the existing scale in the 

review developed by George A and Gireesh Kumar (2016) which are Customer support 

problem, Service problem, Security service policy, Web based problem and Password problem. 

Further their relation to trust was needed to be tested as Trust had greater influence on adoption. 

 

 

 

 

 

 

 

 

 

GEDRAG & ORGANISATIE REVIEW - ISSN:0921-5077

VOLUME 33 : ISSUE 02 - 2020

http://lemma-tijdschriften.nl/

Page No:207



Figure No. 1 Research Model for Validation 

 

 

 

 

 

 

 

 

  

  

 

 

 

 

5. Materials and Methods 

The study is empirical in nature and the survey method has been used to collect primary data 

from 327 IB users from Kerala. A sampling frame that contains the contact details of IB users 

could not be obtained from banks because of the bank’s privacy policy. Therefore, IB users 

were located from ATM outlets of the selected banks and from the selected place in Ernakulum 

district in Kerala. The customers who use IB for a period of 1 year or above, visiting ATM 

outlets on the days of the survey were selected to participate in the survey. 540 Google form 

questionnaires where send to respondents in their mail ids among them only 357 responded 

back and after sorting the incomplete and incorrect questionnaire forms 327 were selected for 

conducting the research. To ensure greater convergent and discriminant validity, constructs and 

items that have been tested in previous studies were used in the study. The survey instrument 

items were formulated out of this extracted items. Minor changes were made to the existing 

scale to make those more appropriate in the context of the internet banking framework. All 

items used a seven-point Likert scale (ranging from 1=“strongly disagree” to 7=“strongly 

agree”). Security factor constructs and items were taken from a scale developed and validated 

by George A and Gireesh Kumar (2016). The trust dimension was measured using five items 

taken from Al Sajjan and Dennis, (2010), Shumaila Yousafzai and Mirella Yani-de-Soriano 

(2011) and Kim et al., (2009). The construct adoption was measured using three measures put 

for by M. Fishbein and I. Ajzen (1975). A complete list of items adopted for data collection 

purposes is reported in Table 1. The questionnaire was piloted on 50 respondents. 

H01 

H02 

H03 

H05 

H06 

H04 

Customer support  

Problem 

 

 

Web-based Problem 

Service Problem 

TRUST ADOPTION Security and Service 

Policy 

 

Password Problem 
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Table 1 

Measures or Items used in the Study 

Item Acronym Measures 

Security Problems 

George Ajimon and G.S Gireesh Kumar (2016) 

WB1 Do you find web-based banking accessible? 

WB2 Have you experienced connection problems while using? 

WB3 Have you face any problem option where not working? 

CS1 
Do you understand the use of mobile and web based banking 

applications? 

CS2 
Do you find any difficulty while using mobile and web based 

applications? 

CS3 Have you felt lack of training and guidance on the use of IB? 

SP1 
Have you experienced a situation where money was deducted in senders 

account but not received in your account? 

SP2 Was the service you want was not available through IB? 

SP3 Have you felt non-delivery of cheque book/draft book? 

SP4 Is there a situation where there was unsuccessful transaction? 

PS1 
Do you Feel secure putting your personal information in the bank’s 

website and mobile banking applications? 

PS2 Do you feel secure by using internet or mobile banking? 

PS3 Is there a situation where you are unable to receive the OTP password? 

SS1 Do security policies of the site attract you towards internet banking? 

SS2 Was your personal information leaked? 

Trust 

Alsajjan and dennis, (2010),Shumaila Yousafzai and Mirella Yani-de-Soriano (2011) and 

Kim et al., (2009). 

TR1 
I believe the bank’s Website and/or mobile banking application will 

keep the commitments/promises made to me. 

TR2 
The bank’s Website and/or mobile banking I am using is totally 

trustworthy. 

TR3 
My tendency to trust the bank’s Website and/or mobile banking 

application is high 

TR4 Trusting in the bank’s Website and/or mobile banking is not difficult 

TR5 I have trust in the technology that internet/mobile Banking  

Adoption 

M. Fishbein and I. Ajzen (1975) 

AD1 I think internet banking can be a good idea to be recommended to others 

AD2 I think using internet banking is pleasant 

AD3 Internet banking can be used continuously in future 
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6. Data Analysis and Results 

 

6.1 Sample Statistics  

Out of 327 respondents, 70 % are male, and 30 % are female. This is in line with the 

findings of similar studies in India, for example, the studies conducted by Srivastava (2007); 

Gupta and Islamia (2008); Jamwal and Padha (2009) and Mannan (2010) found that males 

form the majority of the IB users in India. About 65 % of the respondents are below 30 years 

of age and 35 % are above 30 years of age. This supports the findings of Ajay and Garima 

(2008); Jamwal and Padha (2009) those young generations have affinity toward the use of IB. 

Most of the IB users were postgraduates/professionals (70 %). This indicates that most of the 

IB users are well-educated banking customers. This corroborates the findings of Srivastava 

(2007) and Mannan (2010) that educated people constitute the majority of IB users in India. A 

majority (56 %) of the respondents have a monthly income ranging from 15,000 to 45,000. 

This supports the findings of Prasad and Harish (2010) that customers of the high-income 

groups are the highest users of IB. In a nutshell, it can be inferred that young males, well-

educated employees with a moderately high level of monthly income are the major users of IB 

in Ernakulam. 

 

6.2 Measurement Items Validation 

Since the measurement items were taken from validated scales devolved by previous 

researchers exploratory factor analysis is not done as the items are grouped already to a 

construct. The Co-efficient Alpha of reliability was computed for each factor to see each 

constructs internal consistency. Cronbach’s Coefficient Alpha (a) for all the factors surpassed 

the required minimum of 0.70 (Nunnally 1978) and ranges from 0.732 to 0.868 and the alpha 

co-efficient for all the factors taken together is 0.876. The seven Constructs is further validated 

through confirmatory factor analysis (CFA). Besides using the relative normed Chi-square 

(X2/df; df = degrees of freedom) which should not exceed five for models with good fitness 

(Bentler 1989), the following additional indices from the literature were also considered for 

assessing the model fit. They are the goodness of fit (GFI), adjusted GFI (AGFI), CFI, NFI, 

and RMSEA. The GFI should exceed 0.90 as recommended by Hair et al. (2010) for a good 

model. AGFI value greater than 0.80, indicates an acceptable fit to the data (Gefen et al. 2003). 

A comparative fit index (CFI) value greater than 0.90, indicates an acceptable fit to the data 

and the normed fit index (NFI) values of 0.90 or greater indicate an adequate model fit (Bentler 

1992). Recommendations as low as 0.80 as a cut-off have been preferred (Hooper et al. 2008 

p. 55). According to Bentler (1989), root means square error of approximation (RMSEA) must 

be equal to or less than 0.08 for an adequate model fit. The model fit indices of the 7-dimension 

model were X2/ df = 2.123 (X2=312.1, df =147), GFI = 0.927, AGFI = 0.896, CFI = 0.939, 

NFI = 0.892, and RMSEA = 0.053. The model fit indices for the 7-factor model indicates that 

the model fits well in representing the dataset of 23 factors of internet banking security. In 

addition to the model fit indices, standardized regression weights, and critical ratio (CR) 

estimates were also used to evaluate the 7-dimension model. Besides, the psychometric 

properties of the model in terms of reliability, convergent validity, and discriminant validity 

were also evaluated. Reliability and convergent validity of the factors were estimated using 

composite reliability co-efficient (CRC) and average variance extracted (AVE) which were 
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calculated using the methodologies suggested by Hair et al. (1998). The following criteria are 

generally adopted for evaluating CFA models. Standardized regression weights between 

measures (indicators) and constructs should be greater than 0.50 (Hair et al. 1992). (2) The CR 

values should be above ±1.96 (Hair et al. 1998) and (3) A minimum cut off criteria for AVE 

greater than 0.5 and CRC greater than 0.7 (Hair et al. 2006). However, For CRC, values greater 

than 0.6 are also acceptable Bagozzi and Yi (1988). The model estimates and psychometric 

properties of the model are exhibited in Table 2. 

Table 2 

Model estimates and Psychometric properties of factors of internet banking security 

Constructs Indicators SRW CR P (Sig. 

level) 

CRC AVE Cronbach’s 

alpha 

Web-Based 

Problems (WB)  

WB1 .797 12.087 *** .80 .52 .857 

WB2 .758 11.754 *** 

WB3 .606 9.954 *** 

Password problem 

(PS) 

PS1 .597 7.248 *** .75 .58 .761 

PS2 .823 7.466 *** 

PS3 .702 9.048 *** 

Customer support 

problem(CS) 

CS1 .689 11.689 *** .78 .55 .741 

CS2 .800 12.701 *** 

CS3 .718 * *** 

Service problem 

(SP) 

SP1 .916 * *** .68 .68 .782 

 SP2 .737 9.474 *** 

SP3 .625 9.273 *** 

Security and service 

policy (SS),  

SS1 .856 11.570 *** .82 .70 .868 

 SS2 .774 8.154 *** 

Adoption (AD) 

AD1 .654 9.448 *** .71 .51 .831 

AD2 .612 9.637 *** 

AD3 .574 * *** 

Trust (TR) 

TR1 .609 11.599 *** .81 .64 .732 

TR2 .598 12.009 *** 

TR3 .814 * *** 
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TR4 .800 * *** 

TR5 .718 7.129 *** 

*SRW standardized regression weight, CR critical ratio, AVE average variance extracted, CRC 

composite reliability co-efficient 

 * Unstandardized regression weights assumed as 1 

 *** Significant at p value 0.05 level 

 

As shown in Table 2 all standardized regression weights of indicators (measures) in the 

model are greater than 0.50, with most of them close to or above 0.70. The unstandardized 

regression weights are significant from the CR test (CR [± 1.96, p \ 0.05). The CRC of all the 

constructs are found above the cut off criteria 0.70. The AVE of all the constructs is found 

above the threshold of 0.50. The model fit indices of the final model are X2/df = 2.145 (X2= 

278.9, df—185), GFI = 0.932, AGFI = 0.900, CFI = 0.942, NFI = 0.898, and RMSEA = 0.054 

all of which indicates good model fit. Convergent validity measures the extent to which the 

indicators truly represent the intended latent construct. Standardized factor loadings greater 

than 0.50, CRs higher than 1.96, and AVE close to or above 0.50 indicate convergent validity 

of the latent constructs used in the model. Fornell and Larcker (1981) present a method for 

assessing the discriminant validity of two or more factors (constructs). According to them, 

AVE for each construct should be greater than its shared variance with any other construct. 

Shared variance is the square of the correlation between any two factors. The discriminant 

validity of the constructs is shown in Table 3. 

 

 

Table 3 

Discriminant Validity 

Constructs WB PS CS SP SS TR AD 

Web based  

problem 
.51       

Password 

problem 
.047 .58      

Customer support  

problem 
.287 .052 .55     

Service problem .425 .098 .309 .68    

Security and 

service policy 
.225 .013 .178 .425 .70   

Trust .235 .052 .298 .287 .178 .51  

Adoption .212 .012 .166 .212 .267 .372 .50 

  Diagonal values are AVE and off diagonal values are inter-construct squared correlations 

 

It is evident from Table 3 that AVE for each construct is larger than their corresponding 

squared inter-construct correlations. This indicates a high level of discriminant validity of the 

constructs used in the model. It means that the measured items are more common and are 

associated with the latent construct than with other latent constructs. In summary, the 7-
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dimension model for factors of internet banking security is demonstrated with good model fit, 

adequate reliability, convergent validity, and discriminant validity. 

6.3 Model Validation and Hypotheses Testing 

SEM analysis was done to validate the 7-dimension model for factors of internet banking 

security and to test the hypothesis set at the outset of the study using AMOS. Structural 

equation modelling is a multivariate statistical analysis technique that is used to analyse 

structural relationships and it is used to analyse the structural relationship between measured 

variables and latent constructs.  This is used in the study because it estimates the multiple and 

interrelated dependence in a single analysis. The General Fit indices of the structural model 

which is validated are given in Table 4. 

 

Table 4 

Model estimates and Fit Index of Model 

Fit Index Recommended Value Model Value 
Suggested by 

Authors 

X2/df < 3 2.406 Bentler and Bonett 

GFI >0.8 .901 Seyal et al. 

AGFI >0.8 .862 Scott 

NFI >0.9 .904 Bentler and Bonett 

CFI >0.9 .944 Bentler and Bonett 

RMSEA < 0.8 .118 Hair et al. 

Source: Authors’ calculation 

 

The model was run and the result showed to be fit for the analysis, besides using the 

relative normed Chi-square (X2/df; df = degrees of freedom) which should not exceed five for 

models with good fitness (Bentler 1989), the following additional indices from the literature 

were also considered for assessing the model fit. They are the goodness of fit (GFI), adjusted 

GFI (AGFI), CFI, NFI, and RMSEA. The GFI should exceed 0.90 as recommended by Hair et 

al. (2010) for a good model. AGFI value greater than 0.80, indicates an acceptable fit to the 

data Gefen et al. (2003). A comparative fit index (CFI) value greater than 0.90, indicates an 

acceptable fit to the data and the normed fit index (NFI) values of 0.90 or greater indicate an 

adequate model fit Bentler (1992). Recommendations as low as 0.80 as a cut-off have been 

preferred (Hooper et al. 2008 p. 55). According to Bentler (1989), root means square error of 

approximation (RMSEA) must be equal to or less than 0.08 for an adequate model fit. The 

model fit indices of the 9-dimension model were X2/df = 2.406, GFI = .901, AGFI = .862, CFI 

= .944, NFI .904, and RMSEA = 0.118. The model fit indices for the 7-dimension model for 

factors of internet banking security indicate that the model fits thus the model results are as 

given in table 5. 
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Table 5 

Regression weights of variables used in the model 

Variable Regression 
Standardised beta 

co-efficient 

P Value 

WB –> TR(H04) -.46** <.001 

PS –> TR(H05) -.774** <.001 

CS –> TR(H01) -.132** <.001 

SP –> TR(H02) -.231** <.001 

SS –> TR(H03) -.199** <.001 

TR – AD(H06) .509** <.001 

Source: Authors’ calculation, ** Significant at 1% Level 

 

The entire null hypothesis (H01, H02, H03, H04, H05, and H06) is rejected and it is 

proved that there exists a strong significant relationship between these variables. Based on the 

Standardised beta co-efficient given in Table 5 it can be inferred that Trust has a very strong 

positive effect on adoption of IB services and all the security factors explored in the study has 

a negative effect over the trust, which proves that when security problem rises the trust reduces 

and in turn it will reduce the adoption rate. Among the security factors, the major contributor 

to the trust is Password and Web-based problems. Thus in order to increase adoption based on 

this validated model, the security factor problems should be reduced and thus will increase trust 

and adoption finally. The validated model for the factors of internet banking security is given 

in Figure 2. 
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Figure 2 Validated Model 

 

 

 

 

 

 

 

 

  

  

 

 

 

 

 

 

7. Discussions and Managerial Implications 

This study has several key findings. First, the results confirm the significant positive impact of 

trust on the adoption of internet banking. A substantial degree of trust is needed by the IB user 

in order to adopt an Internet banking facility. Thus, this study upholds the claim that trust is 

important in IB Adoption by Mohammad, A., & Anton (2010). All the Internet security 

construct tested showed a negative effect on the trust dimension which in turn proves the vital 

role played by the security factors of internet banking in its adoption. The increase in problems 

will lead to a reduction in trust. Among the security factors, the major contributor to the trust 

is Password and Web-Based problems. Thus in order to increase adoption based on this 

validated model, the security factor problems should be reduced and thus will increase trust 

and adoption. This study was undertaken among retail banking customers using internet 

banking to find the role of security problems in the trust of the customers for adoption. A 

research model was hypothesized and validated where security problems affect the adoption 

by the mediation of trust. This model contributed can be used as a lamp post for future 

researchers and academicians who wish to perceive their future research in this area. It is 
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essential that the internet banking service providers also take a serious note on taking 

precautions to mitigate the risk associated with the use of internet banking. The managerial 

implications that can be put forth for discussion are to create customer awareness through 

publishing banking posters, newsletters, emails and text messages to the customers regarding 

the safe use of internet banking. This research has several practical implications also like banks 

should maintain adequate measures in order to secure the delivery of OTP codes to consumers 

and ensure whether they are delivered on time and accurately. Internet Banking service 

providers have to develop strategies to reduce internet banking problems especially Password 

problems which can be addressed by introducing new tech biometric password systems. Web-

based problems are the least affected problems and hence banks should encourage customers 

to engage in web-based activities, by improving the layouts and design which are more user 

friendly. More promotional activities on internet banking by the service providers, so that 

customers have more information and can develop an attitude of confidence which creates trust 

and adoption of internet banking. Banks should adopt policies that do not disseminate the 

customers’ personal information which is highly sensitive and confidential. Banks should 

develop plans to create self-assurance among consumers to trust banks and to minimize security 

and service problems. Since trust has a positive influence on the adoption of internet banking 

and hence banks should formulate strategies and measures to curtail internet banking-based 

problems which influence the trust of the customer towards internet banking, in turn, will 

envisage customers to adoption. 

8. Limitations and Suggestions for Future Research 

In interpreting the results, keeping several issues in the mind is important, as no research exists 

without limitations or is watertight. This study tries to test the role of trust and other internet 

banking problems effect on adoption of internet banking. This study was undertaken among 

retail banking customers with a geographical limitation in Ernakulum only. Retail banking 

customers in whole country or a wider geographical boundary may be taken for more accurate 

and affirmative results. Wholesale banking customers using IB are not brought within the ambit 

of the study. Additionally, because trust as the antecedent for adoption many more variables 

and dimensions may be added to enrich the validated model suggested by the researcher. There 

is a need to search for additional measures and constructs to improve the validity of the model. 

Future research can also examine whether there are any mediating variables that affect the 

relationship between the identified variables and the Adoption of Internet banking. Further 

research is definitely required to enhance and verify the validity and applicability of this 

outcome by applying it in a different context. 

9. Conclusion 

As we know that there are many factors that could influence the adoption of online banking. 

This research is based on five important security factors that are were Web-based problem 

(WB), Password problem (PS), Customer support problem (CS), Service problem (SP) and 

Security and service policy (SS). This research is conducted to find out the influence of Web-

based problem (WB), Password problem (PS), Customer support problem (CS), Service 

problem (SP) and Security and service policy (SS) (Independent variables) upon Internet 
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Banking Trust and find out internet banking trust to Internet Banking Adoption (Dependent 

Variable). There is no direct relation between internet banking security factors to internet 

banking adoption. On the basis of the result, we came to the conclusion that the internet banking 

security factors negatively influence internet banking trust and the internet banking trust has a 

positive influence on the adoption of internet banking. Besides, identity theft and hacking 

frauds which can be minimized if customers are properly educated on the precautions to be 

taken while using IB, there are certainly other problems associated with the use of IB. Using 

the validated scale, the study identified five security problems, namely, Web-based problem 

(WB), Password problem (PS), Customer support problem (CS), Service problem (SP) and 

Security and service policy (SS). All security factors have a significant negative effect on 

customers' trust on internet banking and IB trust positively influences the internet banking 

adoption. The most important theoretical contribution of the study is the development of a 

model regarding the problems associated with the adoption of IB and measure its effect on trust 

and adoption. Although the study has been conducted in Ernakulam district in Kerala (India), 

the findings would also provide insights into the global markets as IB defies geographical 

boundaries and add to the existing works of literature on internet banking. 
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